
 IS SYSTEMS SERVER ADMINISTRATOR 
 
DEFINITION OF WORK 
 
Under general direction, the purpose of the position is to provide highly technical and analytical work in 
serving as a specialist for server administration in an active directory environment. The role of this 
position is to provide high-level troubleshooting, administration, design, and optimization of windows 
based servers and related components to achieve high performance of various business applications. 
This includes ensuring the availability of client/server applications, configuring all new implementations, 
and developing processes and procedures for ongoing management of the server environment.  Work 
includes the technology evaluation, testing, and developing guidelines for implementation.  This includes 
determining needs and researching new technology additions and improvements to the server 
environment.  Additional roles may include technical support for network management systems and 
network architecture.  This position will also act in a capacity providing technical support for Cumberland 
County Emergency Services and 911.  Performs other work as required or assigned. 
 
EXAMPLES OF WORK 
 
Assists in the physical security, integrity, and safety of the data center/server farm; diagnoses, resolves, 
and documents hardware and software problems in a timely and efficient manner, and provides end user 
training and support when required; maintains and ensures server backups are complete; provides 
technical assistance to users and other IT staff; and performs exchange server administration and 
support for a large scale environment.  Provides product and service guidance for software and hardware 
to include evaluation of provider’s reputation, resources and expertise; recommends changes and design 
enhancements to improve server reliability, security, process and performances; analyzes implements 
and supports new storage technologies for cost savings; investigates alternatives for storage capacity 
with recommendations to IS management; and is responsible for budgetary input based on projected 
uses or changes to the system.  Monitors, plans and coordinates the distribution of client/server software 
and service packs; migrates, installs, patches, and upgrades exchange and active directory servers; 
performs installations, upgrades and configures software, directory structures, rights, security, network 
printing and file services as it relates to active directory administration; and troubleshoots and resolves 
problems related to Local Area Network, Server, and Microcomputers.  Assists in coordination of projects 
to implement new server, network, and pc technologies; writes procedures, user guides and other 
pertinent instructions with the implementation of new technology; administers backups, all necessary 
patches for operating systems/applications, and virus software; and maintains inventory records of 
County hardware/software using spreadsheets and databases, reports any unauthorized hardware and 
software to Deputy Information Services Director. 
 
EMPLOYMENT STANDARDS 
 
Education and Experience:   
 
Graduation from a four-year college or university with a degree in computer science, information 
technology or related discipline and three and one-half (3½) years of experience that includes Windows 
server administration, Active Directory, Group Policy Management, Microsoft Exchange, and server/client 
based applications; or an Associate’s degree in computer science, information technology or related field 
and five and one-half (5½) years experience that includes Windows server administration, Active 
Directory, Group Policy Management, Microsoft Exchange, and server/client based applications; or an 
equivalent combination of education and experience. 
 
Knowledge, Skills, and Abilities: 
 
Knowledge of the integration of operating systems and platforms; relationships in data network design; 
Microsoft Server OS, Active Directory, Microsoft Exchange, TCP/IP, DNS, DHCP, WINS as well as, 
various backup software; operation of network hardware and software; and components of technology to 
diagnose routine problems.  Working knowledge of the methods, procedures and policies of Cumberland 
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County relative to the performance of the essential duties of the position; principles and practices of 
server/computer/network hardware installation and repair and server/computer software application; laws, 
ordinances, standards, and regulations pertaining to the essential duties and responsibilities of the 
position; organization of the department, and of related departments and agencies; occupational hazards 
and safety precautions required to perform the essential functions of the work; Cisco IP telephone and 
Nortel PBX administrations; VMWARE and Z VMWARE; and of Netmotion VPN.  Ability to understand 
functional system integration issues; identify trends in reoccurring problems and assist in developing 
solutions; establish and maintain cooperative and effective relationships..   
 
SPECIAL REQUIREMENTS 
 
Must have MCSE certification.  CCNA a plus.  Background check with local law enforcement agency 
required. Some positions within classification may require a valid North Carolina driver’s license.   
Condition of Employment: Each applicant who is tendered an offer for employment for any position with 
Cumberland County shall be tested for the use of drugs specified in the County policy. Refusal to submit 
to testing or a confirmed positive test shall be basis for withdrawal of the conditional employment offer. 
 
ADA REQUIREMENTS 
 
Requires the ability to perform coordinated movements in the installation, repair and manipulation of 
computer hardware and related equipment, including use of hand tools, electronic tools, etc.  Some tasks 
require the ability to perceive and discriminate colors.  Some tasks require the ability to perceive and 
discriminate sounds. Some tasks require the ability to perceive and discriminate odors.  Some tasks 
require the ability to perceive and discriminate depths.  Some tasks require oral communications ability.  
Tasks are regularly performed without exposure to adverse environmental conditions such as pollen, 
odors, wetness, humidity, rain, fumes, temperature and noise extremes, machinery, vibrations, traffic 
hazards, toxic agents, violence, disease or pathogenic substances.  Tasks may involve regular risk 
exposure to dust, dirt and electrical currents.  
 
PHYSICAL REQUIREMENTS 
 
Tasks involve the regular and, at times, sustained performance of moderately physically demanding work, 
typically involving some combination of climbing and balancing, stooping, kneeling, crouching, and 
crawling, and that may involve the lifting, carrying, pushing, and/or pulling of moderately heavy objects 
and materials (20-50 pounds). 
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